


New Zealand small 
businesses under attack

Big or small, if your business keeps important or 

sensitive data such as customer details, financial 

information, trade secrets or other information you 

want to keep secure, data security is not something 

to take lightly. 

In this eBook, we will discuss five strategies all 

businesses can adopt to better protect data, and the 

actionable steps they can take to reduce 

vulnerability. 

If you think that cybercrime is just something that 

happens to “other businesses” or “big businesses” or 

“overseas businesses”, think again. 

Research shows that nearly one in five (18 percent) 

small and medium New Zealand businesses have been 

targeted by a cyber attack. These cyber attacks cost 

Kiwi businesses approximately NZD $19,000 on 

average and the main sources of these attacks were 

email phishing scams (70 percent) and hacking 

attempts (47 percent).° 

° Source: Norton SMB Cyber Security Survey, NZ Entrepreneur Magazine 

http://nzentrepreneur.co.nz/kiwi-small-medium-sized-businesses-lucrative-targets-cybercrime-ransomware/


Understanding 

the problem

The modern workplace has transformed the 

way businesses are operating. Advances in 

device mobility, cloud based software and 

mobile connectivity allows business owners

and employees to adopt a less restrictive and 

highly productive work lifestyle. 

The shift to a more mobile and cloud-based 

business means accommodating changes 

which previously may not have been 

considered. An increase in the number of 

personal mobile devices being used in work 

situations, dissolving office perimeters, and a 

greater use of non-business networks are 

some examples of business practices to 

consider while undergoing transformation. 

While these changes result in increased 

productivity, they can also put sensitive data 

at greater risk of security threats, attacks, or 

breaches. 





5 Strategies for 

Keeping Your 

Business Data Safe

Reduce threats with identity and access management 

Manage mobile devices and apps 

Mitigate data loss with business continuity

Enable secured collaboration

Reduce malware exposure 





¹

https://www.microsoft.com/en-us/server-cloud/solutions/identity-management.aspx
https://blogs.business.microsoft.com/en-nz/2017/02/13/password-management-for-small-and-medium-business/
https://www.microsoft.com/en-us/windowsforbusiness/windows-security




²

https://blogs.business.microsoft.com/en-nz/2017/03/20/integrate-byo-devices-workplace/
https://azure.microsoft.com/en-us/services/active-directory/
https://www.microsoft.com/en-us/cloud-platform/identity-management
https://azure.microsoft.com/en-au/services/multi-factor-authentication/




³

http://blogs.business.microsoft.com/en-nz/2017/05/08/business-continuity-business-need/
http://www.stuff.co.nz/the-press/news/92014258/cost-of-kaikoura-quakes-estimated-at-half-a-billion-dollars




https://blogs.business.microsoft.com/en-nz/2017/03/27/use-onedrive-store-business-documents/
https://docs.microsoft.com/en-us/rights-management/understand-explore/what-is-azure-rms
https://technet.microsoft.com/en-us/library/jj150527(v=exchg.160).aspx
https://products.office.com/en-us/sharepoint/sharepoint-online-collaboration-software


⁴

https://blogs.business.microsoft.com/en-nz/2017/02/16/trojans-viruses-ransomware-malware-and-adware-whats-the-difference/
https://products.office.com/en-nz/exchange/online-email-threat-protection
http://wincom.blob.core.windows.net/documents/Win10Security_infographic_v3.pdf
https://www.microsoft.com/en-nz/windowsforbusiness/acceleratebiz
https://blogs.business.microsoft.com/en-nz/2017/02/16/trojans-viruses-ransomware-malware-and-adware-whats-the-difference/


https://blogs.business.microsoft.com/en-nz/
https://blogs.business.microsoft.com/en-nz/
https://business.microsoft.com/en-nz/how-to-buy
https://partnercenter.microsoft.com/en-us/pcv/search
https://blogs.business.microsoft.com/en-nz/
https://blogs.business.microsoft.com/en-nz/



